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ATH - ALL TIME HIGH



ATH - ALL TIME HYPE



ATH – ALL TIME 
HORROR?

ARE CRYPTOS
DOOMED!? 😱

Let’s find out!



WHO AM I

• Gottfried Szing

• Freelancer for 20+ years

• Business analyst / Architect / Requirements engineer

• Co-organizer of meetups

• Microservices, Reactive and Distributed Systems

• DDD Vienna

• DLT Austria

• Business Analysis Vienna (rebooting)

gottfriedszing gottfried@szing.eu



DISCLAIMER

• No financial advice!

• No investment advice!

• No guarantees!

• No responsibility!

• No deep-dive!

DYOR!

https://commons.wikimedia.org/wiki/File:Snorkeler_dive_into_a_shallow_river.jpg



AGENDA

• What is Cryptography?

• What is a Blockchain?

• What is Quantum Computing?

• Attacks to Blockchain?

• Quantum-first Blockchain and

• Current state on Quantum Resistance

Cryptography

Quantum
Computing

Blockchain



WHAT IS CRYPTOGRAPHY?



OBJECTIVES OF CRYPTOGRAPHY
• CIA Triad

• Confidentiality
• Protects confidentiality of information (MITM)

• Only authorized persons have access to information

• Assures that the sender or receiver is the right one

• Integrity
• Ensures integrity of your data

• Enables non-repudiation

• Authenticity

• Availability
• Securing systems

• Systems, networks, and applications must be functioning



COMPONENTS OF A CRYPTOSYSTEM

Modern Cryptography provides following methods

1. Key generation

2. Symmetric cryptography

3. Asymmetric cryptography

4. Cryptographic hash functions 

5. Digital signatures

Confidentiality

Integrity



KEY GENERATION 

• Keys are needed for cryptography

• Randomly

• Uniformly

• Unique

• Examples

• Pseudo Random Number Generator (PRNG)

• Adding entropy by hardware, network traffic, 
Lavarand,…

gfg = np.random.uniform(-10, 10, 5000)

https://blog.cloudflare.com/lavarand-in-production-the-nitty-gritty-technical-details



SYMMETRIC CRYPTOGRAPHY

• Only one secret key for encryption and decryption

• Advantage
• Fast

• Small key size

• Disadvantage
• Key establishment difficult

• Only suitable for 1:1 communication

• Group of n people à
!	(!$%)

'
	keys

• Examples
• DES, 3DES, AES

Source: https://en.wikipedia.org/wiki/Symmetric-key_algorithm



ASYMMETRIC CRYPTOGRAPHY

• On private/public key pair

• Advantage
• Key establishment

• Many-to-many communication

• Disadvantage
• Large keys

• Slow(er)

• Examples
• RSA encryption (Rivest/Shamir/Adleman 1976)



HASH FUNCTIONS

• Maps binary string to a binary string of fixed n 
bits

• One-way function
• Calculating the hash is efficient

• Finding an input string that matches a given hash value is 
unfeasible

• Strong collision resistance
  hash(m1) = hash(m2)

• Examples
• MD5, RIPEMD, SHA



DIGITAL SIGNATURES

• Digital Signatures for

• Identification

• Authenticity

• Integrity

• Consists of

• A public/private key pair

• A signing algorithm

• A verification algorithm.

Source: https://en.wikipedia.org/wiki/Public-key_cryptography



WHAT IS A BLOCKCHAIN?



WELL-KNOWN BLOCKCHAINS

• Bitcoin (2008)

• First Blockchain

• Satoshi Nakamoto

• Proof-of-Work

• Ethereum (2015)

• Vitalik Buterin

• Smart Contracts

• Proof-of-Work Stake

Screenshot CoinMarketCap from 2024/01/25



WHAT IS A BLOCKCHAIN

• Distributed and decentralized ledger system

• Every transaction is broadcasted to all users

• Miners collect transactions and create block

• Block records all transactions

• Blocks are chained together via cryptography



CHARACTERISTICS OF A BLOCKCHAIN

• Decentralization

• Consensus algorithm

• Persistency (Immutability)

• Once a block is created, a change of a transaction/block is (almost) impossible

• Append only

• Anonymity / Pseudonymity 

• Public/private keys to identify users/accounts

• Auditability



KEY 
GENERATION 
• Private key randomly 

generated 

• Public address derived from 
private key

• Result of a bunch of hash 
calculations HashRNG

Source: https://trezor.io/learn/a/what-is-bip32



TRANSACTION

• Different types of transactions

• Transfer/exchange of assets

• Deployment of a smart contract

• Execution of a smart contract

• Signed with private key

• Broadcasted to the network

To

Value

Data

Transaction

SignatureSignature

Hash



• Blocks

• Records transactions

• Timely ordered

• Consensus

• In creating a block (e.g. POW)

• In arranging blocks

• In charge of verifying block

• In ensuring everyone agrees on a block

BLOCKS

Source: https://www.geeksforgeeks.org/blockchain-merkle-trees/

Hash

RNG



WHAT IS QUANTUM 
COMPUTING?



EVOLUTION OF QUANTUM TECHNOLOGY

A Brief  History of  Quantum Computing ( Copyright: Quantumpedia )

https://quantumpedia.uk/


QUANTUM TECHNOLOGIES

Sensing
Enhanced precision and 
sensitivity

• Atomic clocks

• Magnetometers for cavity 
detection

• MRI for brain scanners

• Quantum gravity-sensors 
for GPS assistance

Computing
Solving specific problems

• Quantum computing

• Cryptoanalysis

• Solving optimization 
problems 

• Quantum machine learning

• Material science

• Monte Carlo, Portfolio

Secure communication

• Random number 

generator

• Quantum Teleportation 

aka Quantum Internet

• Key distribution

Communication

Further reading https://arxiv.org/pdf/2310.03011.pdf



states can interfere with each 
other leading to constructive or 
destructive interference and 
interference can be used to 
amplify certain outcomes and 
suppress others.

THREE FUNDAMENTAL CONCEPTS

Superposition

the ability of a qubit to exist in 
multiple states simultaneously 
until it is measured or observed.

Interference

when two or more qubits 
become entangled, the 
properties of one qubit become 
directly correlated with the 
properties of another, regardless 
of the distance between them.

Entanglement



CLASSICAL COMPUTING

• The fundamental unit of information is the "bit".

• All classical computation is modifying bit sequences.

• 1-bit operations like SET and NOT

• 2-bit operations like AND, OR, XOR



• The fundamental unit of information is the 
"qubit".

• Qubits are in a superposition of

• With a and b being complex numbers

• Qubits can be entangled

• Qubits can be manipulated by gates

• Observing (measuring) a qubit turns it into a 
classical 0 or 1

QUANTUM COMPUTING



QUANTUM SPECIFIC ALGORITHMS

• Variational Quantum Algorithms (VQA)

• Quantum Approximate Optimisation Algorithms (QAOA)

• Quadratic Unconstrained Binary Optimization (QUBO)

• Deutsch-Jozsa-Algorithm

• Grover’s Algorithm

• Shor’s Algorithm



GROVER’S ALGORITHM

• Developed by Lov Grover in 1994

• Search for an element in an unsorted set that 
satisfy one or more conditions (Oracle)

• Classically N evaluations in worst case

• Grover solves this problem using 
O(√( N))



SHOR’S ALGORITHM

• Developed by Peter Shor in 1994

• Factorisation of huge integers
1 < p, q < N and n = pq

• 21 = 3 * 7

• 52.866.631 = 6917 * 7643

• 221128255295296664352810852550262309276120895024700153944137483191288229414020019865127297265697465990859003300
314000511707422045608592763579537571859549883895870922923849100670303412462054578456641366454068421436129301769
40208 46391065875914794251435144458199 = ???
https://en.wikipedia.org/wiki/RSA_numbers#RSA-260 (862 bits!)

• A lot of cryptographic systems base their security on computationally hard problems

• Speedup compared to classical algorithms is still very high even if run several times.

https://www.researchgate.net/publication/228102587_Fast_Quantum_Modular_Exponentiation_Architecture_for_Shor's_Factorization_Algorithm

https://en.wikipedia.org/wiki/RSA_numbers


THREATS  TO BLOCKCHAIN
Let’s put the things together…



COMPONENTS OF A CRYPTOSYSTEM

1. Key generation

2. Symmetric cryptography

3. Asymmetric cryptography

4. Cryptographic hash functions 

5. Digital signatures

Grover’s 
Algorithm

Shor’s 
Algorithm

Blockchain



MINING PROTOCOL

• Problem

• POW is a NP-hard problem

• Grover’s Algorithm

• Possible attacks to POW consensus by computational 
advantage of QC

• 51% attack

• Stale blocks generation

• High stale rate (less than 50% attack!)



REPLACE / UPGRADE 
CONSENSUS

• Changing from POW to POx

o Consensus mechanisms like 
POS or DPOS which don't rely 
on computing power

o Improved POW algorithms 
without quantum 
advantage

o Replacing crypto functions with 
quantum-safe ones



HASHING FUNCTIONS

• Problem
o Attacks on signatures

o The signature of that transaction reveals the public key

o Finding the private key (Grover’s Algorithm)

o Processed transactions 
o UTXO

o Long time: Some transactions are “old”

o Unprocessed transactions
o Transaction front-running

o Fast: Only time to next block



QUANTUM AVAILABILITY

• Size: 

• Largest quantum chip of IBM 
has 1,121 physical qubits

• Speed: 

• QCs are slow by clock frequency

• Preparation/readout of circuits 
takes long

Source: https://nap.nationalacademies.org/read/25196/chapter/6#98



ALTERNATIVE CRYPTO SCHEMES

• Code-Based Cryptosystems

• Hash-Based Cryptosystems

• Multivariate Cryptosystems

• Lattice-Based Cryptosystems

• Shortest Vector Problem (SVP) 

• Closest Vector Problem  (CVP)

• Shortest Independent Vectors Problem 



NIST PQC COMPETITION

• PQC: Post Quantum Cryptography

• For applications TLS, SSH, IPsec, DNSSEC,…

• NIST PQC competition on-going (since 2016!)
• https://csrc.nist.gov/projects/post-quantum-cryptography

• Public-key Encryption and Key-establishment Algorithms
• CRYSTALS-KYBER  (FIPS 203 – ML-KEM)

• Digital Signature Algorithms
• CRYSTALS-DILITHIUM (lattice) (FIPS 204 – ML-DSA)
• FALCON (lattice)
• SPHINCS+ (hash) (FIPS 205 - SLH-DSA)

https://csrc.nist.gov/pubs/fips/203/ipd
https://csrc.nist.gov/pubs/fips/204/ipd
https://csrc.nist.gov/pubs/fips/205/ipd


PROBLEM: SIZES OF KEYS AND SIGNATURES

~ AES-256
(32 bytes)

~ RSA-2048 
(256 bytes each)



KEY GENERATION / EXCHANGE

• Problem

• Weakness in randomness

• Pseudo random number generation (PRNG)

• Low entropy on system

• Buggy implementation

• Plaintext transmission

• Intercepting communication

https://www.coinlive.com/news-flash/24467 (13/07/2023)

https://www.coinlive.com/news-flash/24467


QUANTUM RANDOMNESS

• Quantum Random Number Generators (QRNG) 
• Using quantum mechanics

• Real randomness is intrinsic property of 
quantum mechanics

• QRNGs
• Available for normal use

• No longer limited by speed (> 250 Kbps)

• Daily use (IPSEC, HTTPS, SSH, Simulations,...)
https://www.idquantique.com/random-number-generation/qrng-use-cases/samsung-qrng-use-case/



QUANTUM KEY DISTRIBUTION

• Quantum Internet

• Quantum teleportation to create tap-prof channel

• Using QKD to exchange keys to secure transactions

• Needs new infrastructure



SOME FURTHER READING

• Quantum solutions to possible challenges of Blockchain technology 
arXiv:2110.05321v1 [cs.CR] 11 Oct 2021 

• Conditions for Advantageous Quantum Bitcoin Mining 
arXiv:2110.00878v1 [quant-ph] 2 Oct 2021 

• On the insecurity of quantum Bitcoin mining 
arXiv:1804.08118v4 [quant-ph] 12 Feb 2019 

• Quantum attacks on Bitcoin, and how to protect against them
arXiv:1710.10377v1 [quant-ph] 28 Oct 2017 

• Strategies for quantum races 
arXiv:1809.03671v2 [quant-ph] 27 Sep 2018

• Quantum Computing: Progress and Prospects
The National Academies Press. https://doi.org/10.17226/25196.

• Introducing Quantum Secured Blockchain: A Comprehensive Whitepaper
https://www.quantumblockchains.io/introducing-quantum-secured-
blockchain-a-comprehensive-whitepaper/

• Architecture for Blockchain Applications
Springer; 1st ed. 2019 edition (March 15, 2019)

• Bit Commitment for Lottery and Auction on Quantum 
Blockchainhttps://arxiv.org/abs/2004.10312

• Quantum Attacks on Bitcoin, and How to Protect Against Them 
https://ledgerjournal.org/ojs/index.php/ledger/article/view/127

• Quantum-secured blockchain
https://stacks.iop.org/2058-9565/3/i=3/a=035004
https://arxiv.org/abs/1705.09258

• Towards Quantum-Secured Permissioned Blockchain: Signature, 
Consensus, and Logic
https://www.mdpi.com/1099-4300/21/9/887

• An Overview of Hash Based Signatures
https://eprint.iacr.org/2023/411.pdf

• Towards Quantum-Secured Permissioned Blockchain: Signature, 
Consensus, and Logic 
https://www.mdpi.com/1099-4300/21/9/887

• Quantum Resistant Ledger (QRL)
https://github.com/theQRL/Whitepaper/blob/master/QRL_whitepaper.pdf

https://doi.org/10.17226/25196
https://arxiv.org/abs/1705.09258
https://www.mdpi.com/1099-4300/21/9/887
https://eprint.iacr.org/2023/411.pdf
https://www.mdpi.com/1099-4300/21/9/887


QUANTUM-FIRST BLOCKCHAINS



A QUANTUM-FIRST BLOCKCHAIN

Utilising QT for improving security of blockchain. 

• Random Number Generation
• Improved key generation

• Randomness for nonce

• Enhanced Computational Power
• Quantum Smart Contracts

• Post Quantum Cryptography
• Secure Internode Communication (QKD)

• Improved Consensus Mechanisms
• Quantum Resistant Algorithms



OBSTACLES TO QUANTUM-FIRST BLOCKCHAIN

• Limited Availability of Quantum Computing Resources

• Paradigm Shift in Programming

• Designing Quantum Algorithms

• Quantum Error Correction

• Integration with Classical Systems

• Lack of Standardization

• Speed and memory usage for the ‘verify’ operation

• Key and signature size

• Incompatibility with existing hardware

• Network effect

• Missing community

• …



• https://ethereum.org/

• POS

• Transactions still “vulnerable”

• Post by Vitalik suggesting hard-
fork

• Winternitz signatures

• STARKs

• Account Abstraction

ETHEREUM

https://ethresear.ch/t/how-to-hard-fork-to-save-most-users-funds-in-a-quantum-emergency/18901

https://ethereum.org/


QRL - THE QUANTUM RESISTANT LEDGER

• https://www.theqrl.org/

• XMMS

• https://datatracker.ietf.org/doc/html/rfc8391

• https://csrc.nist.gov/pubs/sp/800/208/final (recommendation)

• WOTS+ - Winternitz scheme

• QRL enQlave Project – “Bringing Post-Quantum 
Security to Ethereum”

• Beta-Testnet on 15th January

https://www.theqrl.org/
https://datatracker.ietf.org/doc/html/rfc8391
https://csrc.nist.gov/pubs/sp/800/208/final


CARDANO

https://cardano.org

May 5, 2023

https://cardano.org/


LACCHAIN

• https://www.lacchain.net/

• Falcon-512 NIST-compliant post-quantum 
signatures

• EVM-compatible

• Tackling on many layers
• Quantum secure communication

• QKD

• PQC

• PoA mining

https://www.lacchain.net/


QANPLATFORM

• https://www.qanplatform.com 

• EVM-Compatible 

• Multi-language Smart Contracts aka 
Hyperpolyglot

• Proof-of-Randomness (PoR)
• “highly experimental concept that requires 

extensive technological and economic modeling, 
testing, and auditing”

• Lattice-based post-quantum cryptographic

https://www.qanplatform.com/


MOCHIMO

https://mochimo.org/

https://mochimo.org/


PERSPECTIVES…



NOT DOOMED! 
AT LEAST NOT 
NOW!

Not all cryptocurrencies are (equally) 
vulnerable

Solutions discussed 
or implemented

Employing PQC 
algorithms

Proof of Stake

We still have time…

è Quantum computers are not powerful 
enough before 2030 (or at all!)


